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Firewall state: On (recommended)
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Inbound connections: Block (default)
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Public Profile:
Firewall state: On (recommended)
Inbound connections: Block (default)

Outbound connections Allow (default)
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5. ii)

Rule Type ==
Select the type of firewall rule to create. I
Rule Type What type of rule would you like to create?
.

Program

Protocol and Ports ) Program
Rule that controls connections for a program.

Action O Port

-

e

]

@ Scope
L]

* Rule that controls connections fora TCP or UDP port.
]

Profile
Name O Predefined:
|Pd:ve Directory Domain Services ™
Rule that cortrols connections for a Windows experience.
® Custom
Custom rule.
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Program =
File Al Specify the full program path and executable name of the program that this rule matches. l
4--»\ = I
s @ Rule Type Does this rule apply to all programs or a specific program?
i —
@ Protocol and Ports ® All programs
@ Scope Rule applies to al s on the that imeich offier ik
i () This program path:
@ Frofie | =
il Example: c:\path\program exe
%ProgramFiles % \browser\browser exe
Specify which services this rule applies to.

p——

Protocol and Ports
Specify the protocols and ports to which this rule applies.

@ Rule Type To which ports and protocols does this rule apply?

’

@ Protocol and Ports Protuoced iper [tce v]

. S Prccanber [ 03]

@ Action

@ Profie Local port: [spectic Pors v|

@ Name [139.445 |

Example: 80, 443, 5000-5010

Remote port: [ A1 Pots v|

[ |

Bxample: 80, 443, 5000-5010

Intemet Control Message Protocol Customize...
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Scope ———
File Al Specify the local and remote IP addresses to which this rule applies. I
- |
‘ Steps:
8 @ Rule Type
@ Program Which local IP addresses does this rule apply to? _
@ Protocol and Ports ® Any IP address
@ Scope O These IP addresses:
@ Action Iy A |
@ Profile -m
@ Name
Customize the interface types to which this rule applies:
Which remote IP addresses does this rule apply to?
® Any IP address
O These IP addresses:
OO MEH
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5. vi)
7 o = i L— A1
File Al Specify the action to be taken when a connection matches the conditions specified in the rule. I
s |
} Steps:
4 [ @ Rule Type What action should be taken when a connection matches the specified conditions? |
@ Program [
3 . ) Allow the connection
® FProtocol and Ports This includes connections that are protected with IPsec as well as those are not.
@ Scope
) Allow the connection if it is secure
il “This includes only jons that have been autt i by using IPsec. Connections
@ Profile wil be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.
@ Name
(®) Block the connection
<[ |
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5. vii)

Profile _
Specify the profiles for which this nule applies. I
Steps: I
@ Rule Type ‘When does this rule apply? 3
@ Frogam ]
@ Protocol and Ports [v Domain
® Scope Applies when a steris cted to its corporate domain.
@ Action [] Private
& Profle Applies when a computer is connected to a private network location. such as a home
orwork place.
@ Name [V Public

Applies when a computer is connected to a public network location.
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5. viii)

Name
Specify the name and description of this rule.

e

Steps:
Rule Type

Froge ]
Protocol and Ports
Scope
Action
Profile Description (optional):
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5. ix)

Protocol and Ports
Specify the protocols and ports to which this nile applies.

Steps:

® RkTye To which ports and protocols does this nle apply?

@ Program

R Protocol type: [uop v

e N

@ Action

@ Profile Local port: Specic Ports -

@ Name 137134

Example: 80, 443, 50005010
Remote port: Al Ports v]
|

Example: 80. 443, 5000-5010

Irtemet Cortrol Message Protocol

(ICMP) settings:

5.x)

Name
Specify the name and description of this ule.

Sieps:
Rule Type !.
Program

Protocol and Ports
Name:

[Biock WannaCry UDP Port 137,138

Action
Profile Description (optional):
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